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(54)Titie: DATA TRANSMISSION SYSTEM 
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(57) Abstract 

An encryption key is produced by 1st Information owned secretly 
in common with a data receiver (20), 2nd information introduced from 
duplication control Information of transnussion data and 3rd information 
which is time modulation infonnation owned in common with the data 
receiver. Data are encrypted by a CPU (12) using the encryption key. 
Transmission data which are obtained by adding the duplication control 
information data and the time modulation information to the encrypted 
data are transmitted to the data receiver (20) from a data transmitter (10). 
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~ ^ 5fce5@l U t) IB^ b fc D f S J: -5 13 U fc :^ A U 

^J^li> I E E E (The International o 

f Electrical and Electronics Engineers, Inc. ) 1 3 9 • /"^ 

7:t-v>^ . • (WTs ^ici eee i 3 9 4 

gital Versatile Disk(DVD){^*g) ri/— j5c tT® A V«|il**ll% 
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«::x-if {C J: =2 t^-^SES <' S o 

^(MD) mm) A{C43V^T«^ SCMS(Serial Copy Man ag 

ement System) i:(Pp{^n-&:St£*^ffll/^ ?>i^TV^i)o cintts 7=^i^^ 

:ii:-e$>5o z:cDtf$R{±, ^*g-7=— ^i>J> copy free, copy once a 
lloweds XJicopy prohibited CDo *>®V^■f tlcOT^— ^TffeSfD*^ 

SCMS^ct^mb. dnj&s. copy prohi 
bited Tfen^x ^^7^-^^ ^-T^-f :^i^t3iB^-&1'. copy one 
e allowed "efetlt^s SCMSM#*copy prohibited iz^WT^t:^ 
IZ, ^miyt^'^m^--^ tt'biZ$^m\^. copy free-^fetii^s SCM 

sti ^ {i CD s ^ L w ^ 7^ - tj' h h * {ciBfii r S o 

ci6D.k-5{- b-Cs ^ — 7=^>f jsuTtt. SCMS^ 

So 

® 7^ iJ' ;i/7=^ - ^ ^-feiSI U fc t) IB^ b t) T S J; -5 u fc 7^— 
3^'>;:^7^A-e{±s •eiSlfS±CD7^— ^5'>'^>iry hc/i'ir^j/ 

0 0 : n \::—mWLtJi b 
10:1 |e]©o«^I3 t: — nf 

0 1 : c:nj.>i±©zi t^— ^± 

11 : * il^b 1:— ^±2 tT'^ ^T'^^^i^■r^^So 
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13 f — ^ ± ^ U T V ^ n « g ffi b 7^ — ^ CD SE ^ t) '^C I N o 

^ ti s ife ti $B & ^ -t2 > X -r -2) ^ <D :& ^ ffl V > p> n T V ^ s o 

fi«J^{^. Ei 1 ic^xfJ^dtws T^-tS'jSlfg^S lffl!l*^€>v^— ^>''?'ir 
h^^y ^^®«S!ift^Jffllffi«S^t^-3^Jfc®^|*S^•r 
^^Jianii^*** 1 iE]n tr-Ri^a-r >" 1 0 J {cefes^n-c i:. 
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i^m:^^. ^-^mmum. T^-^mmyj'^ii. 7=-^^immmRxj^ 

T- ^ -r 5 ^ ^ t» $BT- $> S ^ 3 ® ft^ {c J; o T ^ n ;t Bg & 
ffl V > T 7^ — ^ <fe ^ ^ b b T {s -r 5 o 
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±m7'—'^mmmmii<Dmxumizft:^i^iix\,y^m i ®«#Bi:s 

izi ^ ^ o ^ -e ±fc « -r 2. iNf ^ tt $B -e S ^ 3 <D ti IB ^ -:5 V N T Hi 

te^n?>m2(Dmmt. ±s&7'-'^^mmmt<Dmx')^mT^nm^ 
mx'$>^ms(Dmmz^':s\yxff^^m^^^v. clOBt^M*ffl^^ 
XT'-^^m^it-r^m^iMm^mt. z.(Dm^itmm^^izx 

mnx'^^m3<ommiz^-^\,^xv§^m^^mi^. ^Kom-^^^m 
it$ ^ M ^ tw a o- < wm^ & ft in u MM 7-- - ^ -r 5 o 
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6 

^ n gfa 7^- ^ V^ T s ±135=^- iJ' i^fS^M i: © t' mm {d 



rnSHs IEEE139 4i^UT;i/MX±&^E2l^tLSe3g|7U 
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« ^ * -r s fe » (3D s A © j^si 
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l\zm^-^ntz^^m%^m^=-^:/ h(CPU: central Processing U 
nit)12> ;^^U13. A;'7^>^-7x-7^14. >^ 

V^So A^-r >^^-7i-::^l 4 1 8 t^m^^tl 

:7x— ;:^-edfe5 I EEE(The International of Electrical and E 
lectronics Engineers, Inc. ) 1 3 9 4>'n^ • Tf—-^ > :^ • >^ U 
T)V ' ny. ' >{y^ — y x— ;^ (feAT> IEEE1394-r> 

ei@|gS3 Olix I EEE 1 3 9 4 i/U T)\^n-7.'^m^^f\^^^^m& 
^j7-7x>-;;^ 1 5 ^:fM^-rX:tr^n-5aif'^tf#Sl3j&U-C««So;g^ 

3 0{Cig|ft-rSo 

fe=i>7^>^3;7^-^x f ^^;t>*»l!!fe^7^-^^^^7^-^*^^^7^~- 
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ff^m^^X 2 1 {zmm^titz'^^mnilSim^-^y h(CPU: central Pr 
ocessing Unit) 2 2. ^ ^ U 2 3 ^ XHit}^ >-^ — y ^^-^ 2 4. 

fiJt^tiTv^So xtaij^ >'^-y ^-7.2 4:l±. T'if^ )\^^ >'^ — 

— J^T'^SI EEE 1 3 9 4 > ^5? — 7 x — ;^ T'^ . 

BS3 0 jbsigfe'd^nrv^So 

I E E E 1 3 9 4M*S-e{±. ^y h U — ^ [^X'^iDtl ?>^mm^'f 

;^ (Asynchronous) v'—^mm j aiPRt^nSii^f^T^— ^'gil^StT 
^^IHl^^Eji^— h'St;^. r;7^^ V -{7 p:^:^ (Isochronous) 7=^—^ 

CLO^T'—^^mtyy^y'^X'ii. BM^i^^^W^ # * Isochronou 

Cd-^s fejSIKS O-e&SI EEE 1 3 9 A ^) T )VJ'i7.±^U 
ochronousteiSI-C^jJI^nS-'^^'y h ( V D :^ • j^^x h) 

^'j/^y:. 7^— ;$':g(data_length)s ^'i^(tag)s ^i'>;^;Kcha 
nnel). t n - K (tcode). ^S^$iJ^M#Ss O d d /E v e n h 



wo 00/62476 



10 



PCT/JP00/023S4 



7^— ^;R(data_length) {t. t' — 7 — ;i' K Oft^ ^^"To ^ 
^(tag) {i. T-( y^U±7s • n>T^^J h**feM-r?)7-*— 

-^-jY ^tts-To >t^;K channel) {i. I E E E 1 3 9 4 U r 

h*(tcode) {i^ h^^lf^i^a > • n- ^•-efe»3^ T-fV^D:h:?^ 
fe3^T*$)^CI ai>&^fNrffi*5x:So Od d/E V e n bf >y Mi, n> 

'v^y^CRCtt. y ^(c^Silfi ^tlfeT^-^ i^M-r-S CR C (Cy 
clic Redundancy Code) <0^m^fi%^W,-^&^o ciniziS-^VAT 
^ ^ O ^ — CD ^ 3c «v fr t> ti 5 o 

CRC (Cyclic Redundancy Code) ®*S«rt^nSM^-r-fe So 
13 S -t^ I ^ T 7= — ^ © ^ en ^ — ® 5^ 31 5/ ^ *f t> n 5 o 
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ClCD7^-:$'§«^a2 0 {C:fcVNTx CPU2 2«i^ ^ ^ U 2 3 {C 
tC^bT^7=^'f7'7'^-b;^gP26lCj:SH3^1-Si&ft&t>*^^-r5 

^ f I^Si^JIHii^ i: ftj^ ^ n S o 

Si it ^ n S 1^ t It H ^ # ^ ^ n S ^Sgffl CD SI * 1*1 1:: 

Y<D^WL^m^mzU^\^X\^^o rtiit>%. €-«Slf§a:s ^i:*)^: 
ISUCa. -ttft®5^^^:3t^-Rl^£^ritWJ«flIti#g f"! oj (Copy-on 
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e-generation){c^ii&f S^i^C bs "Copy-one-generation" 
l:i±(Dzi \^-%*,±t:mt^nmmm ro Ij ( No-more-cop ies){3 
0 J (Copy-freely)JC*fj!&'r5^ISC d & ■3Tl>So 

hcaigj* 2-o^j5!cb> -;^^^liE • MJt^rn hn;i/tD^ff<^ 
ftb;^?&7=-'-^fE^^oPf {cffiffi-r-5i^^«N cO4?0^fli:-rSo j^^:? 

ffl^^•r7'-^5'il^g^M 1 ots^^^—^^m^^w 2 0 jc:i^f)n2.o ^ 

Kc = J [Kx, N c, Cb] 
;^[qj^|gt) T-feSo MI&JcD^i*:^JhbT{±. ^ « F I P S (Fed 
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eral Information Processing Standard) 1 8 0 - 1 <D S H A(Secu 
re Hash Algorithm)- 1 2. d ^T* $x ttz. D E S (Data 

Encryption Standard)^c7):/P ^V^^^m^^xmsHt t.^'^ 

SH A- 1 SHA-llcKx, Nc, Ch<D\^^y 

vmm (Kx II N c II cb) tixij-r^o 'jbmizm\:'Xmm 

J<Dm±i (<5"Jx.{i:S H A- 1 1 6 0 If h ) 

U XAtDHt^y hie (m^l^DE S<Z)*i-&tz{i5 6 b-'y 

DESJ?>SHA-1 35:^'cDl^t-^fS^!^{co^^■r Bruce Schneier 
M Applied Cryptography( Second Edition), Wileyj iz^VKMM 

N cCDMTifilii' VtOd d/E V e n t h S J; -5 

td-b'y h-rso cici-e> 5=-^jjiM^e 1 ott, ^j^{i30fi>w± 

!3ff-5o Np^fflN cCDMfrl3i5b-Ciffct:3>x>'^=^— 
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— ^M^t^S 1 0{fl!l©5flia^ili^l21 5 ©7 D— ^-V— M^^fti: 

M^Sl 0«:Source DeviceA-pmUs t^-^SM^® 2 0 *Sink 
Device B "^^fo 

-^S{t^s2 Q\zmm-r^ (xt^^^^^s i o) o 

5=-^$'gM^S2 OCDCPU 2 2{is Am:b^ >^$^ — 7 X — ;^ 2 

f)3ai^n-r < 5;^^— K(START conmand) &gMbfe6 
C^T^^y rs 2 0 ) ^ m (|fiJAt^m= 6 4) tr^y htDSLIfeRB 

jgJ^ (RbII IDb) :&^8t • il^t«:7-p b 3;v®PI$&g5ft(Request 
authenticatlon)^t{-7^-^3g|M^S 1 0 {zxmii^ ^^-y 

=f—^'^m^W 10©CPU12{i^ Am;^J^ ><57-7 :^ 1 
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T < SMJE • M^^yo h =j;i/(7)^ir&S^(Request authenticatio 

n)i:h-^v hi^^iJi (Rb II I Di.) ^lrSftbfc6 i^y^^y^S 11). 

T o k e nAB = RA|| MAC (Kah, Ra || Rb || I Db) 
'feSM^Mtc J; tl^ m 1 cD^SEtt^T o k e nAB^Af^to. 
m 1 <^|g|iEti^T o k e nAB >S:5=-"-^§fa^m2 0 \ZXli!,ti^ > 
^J' — 7i— ;^ 1 6 ^:ff\^xmm-r^ (^.T^^yrrs l 2) o c:cl•r^ 
MACtt. I SO/I EC 9 7 9 7 lCia«6^nTV>S:^iS'eftJES 
^tifc;'^ ^y-fe — i?^aEn— K (Message Authentication Code) "Pfe 
?)o B^^Mi^i: UTIiD E S ^ffiffl-rSo ^fe> KABlis 5=^-^3^ 

M^s 1 0 iiT'-if^mmmz o oF^■r-^^^tLTl^i>^g^^fSl§•c 

1 ©M.IE+S$aT o k e nAB^Sltm-3fce> C^y'yyS 2 2). 

Kab, Ra, Rb, idb ^m\>^mi^izMAC^^nv 

S23) . S«bfe*)CiDi:-gfr5Cil*?BliS-rS (;^7^'J^7*S2 

g20c7)CPU2 2{i. y'-'^^mm^m 1 0 3?)S^iE^^i|-C-fe S 

J^jts 7^-^J'S«^M2 0C5CPU2 2{i:s mlf h oatSt S * 

TokenBA=S||MAC (Kab, Rb||Ra) 
tj: ^mn^miz 2: ^ . ^2 0lStiEm$fiTo ke nB A^Al^to. c:(D 
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m2<DmmmmT o k e nB A^T^-^itii^Mi oizxmti^ > 

4^ — 7 X— X 2 4 S:^UT«^S {7.7" ^yS 2 5) o =fe:J3s ±IBSL 
7=^-^5^ Sfi^g 2 0®CPU22{i> MAC (Ka«, S) 0±ti[m 

7=-'^miimm io(dcpui2{±. '7=-^^mmm.2 otf^^m 

2 ©l?.liE«$aT o k e nB A^^ttm^fc^ C^-t^ r S 1 3 ) ^ 
Kab, Ra, Rb =S:ffllNT?4S{3MAC=£:gtWb (X7^>;'rS 1 4) x 
SffiUfc'fe® ii-ifc-r-sc: litis -rs (;;^'5^yrs 1 5) o 

CPU 1 2tt. r^-^^M^g2 0*s^iE^:^i^-e^S ii^JWf br^ 

4tc:j3V>-Cs -S!lbfee»x 7=^-iS'3^M^S 1 0®C PU 1 2iis 7^ 
— ^S«^S2 0 SIE^^t^ST*$>-Si:^iiEbs MAC (Kab , 
S) cD±iSmtf y hS^xEf S-B#=^— i: b-r^ffl-rSo 

MAC (Kad, S) ®±{iintf>y h ^-l^^- J: bt^ffl 

i);:*::^ ^'-^S'^fS^g 1 0 © C P U 1 2 j^i^y^^x >i?dF— 
Kx^0iJ^{^DE SB^^Ml!SSfflVN-C-l^=^--eilf-^<bb> ^^<b 
bfe:n^;:^^x>>:;dF--K x5£7^-^^SM^g2 0 {zAm:^?^ ^^J' 

— 7x— 1 e^itLX^mr^ (;^7^'>rs i 6) » 
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rS 2 6) o 

mmmm. i o tom-^mm. • ss^wt-p vzu^y^mnr^^tiz^ 

*c So 

1 OiBfJOiOiil^JlB^iaS 0)7 P-5=--V— htz^fo 
f 3B:*5t.s ilBSSffiE • m^mro V ii^ 
-Kx^t#fe7=^-^^«^g2 OCDCPU 2 2 (is y'-'S^m 

r s 3 0 ) o 

T^—^J'TiM^M 1 0 6DC PU 1 2{±x z:®N cS^^SMf 5 

( s 4 0 ) s c-r]K<££^B$^iiN c 3£±fa7'— 

^g2 OCiSISb (>^7^^yrS 4 1) . dONF^fiSN c St^-^' S 
M^g2 0 75)»SMt- S (Xt^^^/T-S 3 1) o 

5=^-^§«^m2 oji. T^-^MM^s 1 0 *^e.^^n-t^fei^ 

^ffiN c(DMy^^y h t^— ^y-?-5r<y hf^itDOd d/E v e ntf 
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7">>7*S 3 2) o ^^fitN c©*Tfiit:y h t7'—'$^ ^^^y h^<0 
Odd/Events «;/ h 3b*^ U < Aj: VAj»^t{i. 7-*-^Sfi^®2 

0(±. 13 >7^>^;^ J5^-K c /?)Sgt(cSilT^nfci:f>J»TLs j^^nfcBt 

^(r>mmmn>L>L^\zm>iKmmt^ (y^^>>rs4 2, S4 

3) o 

Odd/Evenb:«y h <Dia^>KJJi&*l^b7: (Xv^^y^^^S 4 1 
A) ^ O d d/E V e n t: h = OT-$)n{^^ Odd/EventT 
y h = 0 lc^ji&-r €»n >7^>'y^— K c (0 d d:SE^ — ) -eiJ 

'^^T^-^^sie^flsufeBf-^-fbT^-^^igi^b c^^T^'j/rs 4 2) . 

^fc. O d d/E V e n tf h = lT♦feJ^{^^ Odd/Event: 

h = 1 {3^Ji^r>-r S=f — K c (E V e n^ — ) -Xtzi 
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d/E venfcT'V h ©IS^'^^CD^J^M (X^^y^S 4 1 A) iz 
mK). MM^^ ^ >^*{3 75:o;t f)Il#^fiiN c ^ ;<> h T ^ 

4 6) . ±IBO d d/E v e nU h <Di9:^t^^fl)*J^iZfl. 
a (:^7^'y7*S4 1A) twSSd J: ±iBOdd/Even 
fcf h = 0 l3^^&-rS=i >5^>^V=3e— K c (Odd :^r— ) T-rJ 

2) iix Odd/Event'y h=llw*rj^i-rS3i>7^>*:;:3e-K 
c (Even^-) -cn > rVT^-^ ^Bf-^-fb bfeBf^-fbT^— 
®3@IM5D.S C^^T^^^rS 4 3) ^iliSOilUff 

^UTs ±fBil^Mi^T*^S*^cD*iJ^MS (:^7^'>rS4 4) ®Y 

So 

K cSffll^T7^-^^^a■^•r^ C^^^^^T-S 3 3, S34)<, 

n^m. c^eF.vT-ssa, S3 4) ^feff^^fw. sm«ita*s*»^& 
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-r z. ttj: < ±t^^ > y ^—K cmiwrnm. (;^7^>;;rS 3 

-K cODg+^M (X7^^;/-rS 3 2) S d t t> ^ ±SBO d 
d/E V e ntf^y h = 0 izM^^T ^f^^ity^ — ^ (D^mm-^H&M 
(X7^5;rS3 3) ±;]E!0 d d/E V e n t 'y h = 1 (c^j;&-r 

w.^mMmmzm\:^x. T^-^s^oiBtt^nifei-ufe ot- 
±3i£©||J(S©m^T'{i> 0*^l^©7^- 
S!iMm#aasts?fc^*j& t) . ^mmmmmit? 1 urn t:- ors*-r 

riOj iix C^/^-Jr-^ hSrSMbfeT^-^'S 

MM^tf^ I"! ij {z?*jj&bfc^tSlCa^ffiVNTat^bfe=J>7^> 
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0 i:^v=-'5'mnm.m i o^b-tBt^fiiN c ^pp^v>^^D-B-S'i:'S*)^ 

i3>5^>\y=3p-K c*tf-»-rsi^.{3. m±;*?>A;tF4^«> 

iaii»^(3m»-rs^m*s^iEic^46e»nT bt•5^li:**«;v^o bfe 

b^^ C ^:(*^j;V^o 
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o ^ *t W -r s at ^ ti ^ 5 s 3 o ti ^ <fc o -c Bgf £1 ^ fiSc u > 

So 
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M 5^ - ft -r S 7^ - ^ S M ^ g *^ ^ «e S 7= - tJ' e 331 :^ 5^ A o 

tt^^fflV^Ts ±gBlii^SI*^^1-^il*<^)lEHm 1 lISBfgOT^- 
4. ±aBv=^-^jiM^fiSt>*5=^-^5'SfS^g(is ^n-^n±S3S 
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(D V-'— 9 fejiH 7" A o 

Ml 3 © m $H * Mif -r S If * ® $5 HB 4 iMIBm ® 5= - ^ eii ^ 7^ A o 

wsfc*fflv^•r> ±ia^ 1 ©m^i:^2®ti«am3c^ft^^e>-ht3 

1^ ^li S 5 »5f^ ffi^ 1 f3« © 7^- e 2^ :^ 5^ A o 

J; o T ^fig ^ n Bg^H ffl V N 1 7^ - iJ7 ^ Bg-tfb L T ISji f S 7^ 
1 0. ±|3ll3CDm^8i:bT^»^to^nfcll#P^lfe{4^{^J: tJ^Sii 
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13. -;5|eulll&<fefflV^T. ±l3micottiii:m2©tt«i:m3 
^ ^Bi^ibbs Bg^>fbUfc7^-^tw±l3^^SiJtS?ii^SW^t»^ 

x^^r?>^^^nx^^m3<ommiz^':s\,^xm^m^&m\^. 
±i3Ht-t It s ffl v> -c ±13^® - ^ * m-^ -r s 5^- ^ ji;^^ o 
15. ±^E7^-^ill«^«st57=^-^s^i^g{;r*5v^T^ 
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^m$B^ffiv^T^ ±m^^m^&mT ?>m^<oi^mm 1 4mtM(o 

7-'— ^ -EMiT^'^o 

18. ±137^— i5'S^t^g^-*5^.^T. ±g3SM7^ — ^(-{tiP^n 
b> ±gBm3CDft$B&M«r-r2.W^OS5ffllB 1 4?HfB«i07^-i$^e 

19. ±137^ — ^SfS^»^-*5<'^T> ±t3SM7^ — <57f-ftftP^n 

2 0. ±|37=-^5'3^m^gSt>*7^-^§M^g{c45VNT. ■^n-?' 
i^-:?^IRIilli&^:fflv^t:x ±13^ l®M^iL^2c^)fi«i:m3®ti# 
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